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Foreword

The U.S. Cilizenship and Immigration Services Fraud Detection and E\’
this handbook (HB), National Background fdentily and Security C‘:em !
standard working tool to document routing adrmm strative and progc ed

This HB describes FDNS policies and procedures for planning. imph,n
systems. The Mandatory Review Date (MRD) of this HB is two years,
docurment will be reissusd without change, revised, or withdiawn from,
Knowledge Managemeni Directory. However, revisions may be mads)

t

|
This HB is marked “FOR-OFFCIATUSE ONLY — LAW ENFORCEME
Unclassified information that requires pretaction against unauthorézed]
handled, transmitted, distributed and disposed ot in accordance with £
11042.1, “Safeguarding Sensitive But Unclassified (For Official Use Of
be exempt from release under the Freedom of information Act (& U,S.(L I
names and other identifiers are provided purely for iilustrative purposes. They do nof relate 1o actual applicants or -
peiitioners.

Questions or comments regarding any part of this document ,hould be directed o USCIS FDNS NSB at FDNS-
NaBiSCOP@dhs.gov.

Copies of this document may be obtained from FONS directyy or by downleading it from the Executive Secretariat Home
Page: http://connect.uscis.dhs.gov/org/EXSO/Pages/default.aspx.

NOTE: These materials must be handied and safeguarded in accordance with DHS management directives governing
protection and dissemination of such information. Al a minimum, these materials shall only be disseminated on a “need-
to-know” basis,

Do you have a need to know this information?

- Yes No

Handhook Number: U501 HB-FINS-602 -G01

Issue Date: December 17, 2618
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A. CARRP Pglicy and Operational Guidance
8. Definition of NS Concern
© 1. Known or Suspected Terrorist (KST}
;. Non-KST NS Concern
< 3. Non National Security (NNS)
{. Four Step Approach to Cases with National Security Concerns
. Employment and Travet Authorization Applications with NS concerns
£. Form [-90 with NS Concerns
F. Santillan (EOIR Grants) wilth NS Concerns
7. Request for Assistance to HQFDNS National Security Branch (NSB)

A Non-KST NS concern includes all other NS concerns, regardless of source, including, but not limited to: associates of KST(s), un-indicted co-
conspirators, terrorist organization members, persons involved with prowdlng material support to terrorists or terronst organizations, and agents of
foreign governments.

Officers should refer to Guidance for Identifying Nationai. 5
http:7/connact, uscis.dhs, gov/org/FONS/ Do c.:rnentJA*tacl‘”we1th*0yARF‘VC*centmral suidance.

y Concerns,

as a tool for assistance in identifying NS indicators.

Pay particular attention to the following sections:

.

.

.

.

Statutory Indicators;

Non-Statutory Indicators;

Security Check Indicators;

FBI Name Check;

FBI Fingerprint or NCIC Criminal History Check (NN16);
US-VISIT/IDENT; and

TECS.
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. CARRP Palicy and Operational Guidance
. Definition of NS Concern R
O 1. Known or Suspected Terrorist (KST)
Non-KST NS Concern M
© 3. Non National Security (NNS}
_. Four Step Approach to Cases with National Security Concerns
. Employment and Travel Authorization Applications with NS concerns
£, Form I-30 with NS Cancerns
F. Santillan (EOIR Grants) with NS Concerns
3. Request for Assistance to HQFDNS National Security Branch {NSB)

.
[
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At any stage of the screening or adjudicative processes, an officer may identify an indicator of an NS concern with respect to an individual or
organization. .

An NS concern exists when an individual or organization has been determined to have an articuiable link to prior, current, or planned involvement in, or
association with, an activity, individual, or organization described in sections 212(a){(3)(A), (B), or (F), or 237(3)(4}(A) or (B) of the Immigration and
Nationality Act (the Act). This includes, but is not limited to, terrorist activity; espionage; sabotage; and the illegal transfer of goods, technology, or
sensitive information.

When deciding whether an NS concern exists:

Consider the activities, individuals, and organizations described in sections 212(a)(3)(A), (B), and (F), and 237(a)(4)(A) and (B) of the Act.
Need not consider satisfying the legal standard used in determining admissibility or removability.

. « Consider the totality of circumstances to determine whether an articulable iink exists between the individual or organization and prior, current, or
planned involvement in, or association with, an activity, individual, or organization described in sections 212(a)(3)(A), (B), or (F), or 237(a)(4)
(A) or (B) of the Act.

A NS concern can be either @ Known or Suspected Terrorist (KST) or Non-KST NS Concern.
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. CARRP Poticy and Operational Guidance
* B Definition of NS Concern

O 1. Known or Suspected Terrorist (KST)
< Hon-KST NS Concern

O 3. Non National Security {NNS)

{. Four Step Approach to {ases with National Security Concerns
2. Employment and Travel Authorization Applications with NS concerns
E. Form I-30 with NS Concerns

F. Santiltan (EOIR Grants) with NS Concerns

. Request for Assistance to HQFDNS National Security Branch (NSB)
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The CARRP process provides a disciplined approach to identify, record, and adjudicate applications and petitions where a National Security (NS) concern
is identified, and applies to all applications and petitions that convey an immigrant or nonimmigrant status. Officers should refer to relevant guidance
for instructions on adjudication of applications and petitions that do not convey an immigrant and nonimmigrant status but have a NS or egregious
public safety concern.

This CARRP process is applied by officers designated within each operational component and involves four (4) distinct, yet not mutually
exclusive, processing steps:

1. Identifying an NS Concern: The process of identifying and confirming whether the indicator relates to the applicant, petitioner, beneficiary or
derivative (hereafter, “individual’[1]), and whether there is an articulable link between the individual and activities, individuals or organization
described in section 212(a)(3)(A), (B} or (F) or 237(a)(4) (A) or (B) of the Act (related to national security). See Attac
entitied "Guidance for Identifying Nauonal Security Cancerns,”
http J g/FONS/Documents/

tachmentAtoCARRPOperationalGuidance. pdr,

2. Internal Vetting and Assessing Eligibility in Cases with NS Concerns: If it is determined that an NS concern exists, the case is forwarded to a
designated officer for a thorough review of the record associated with the application/petition to determine if the individual is eligible for the
benefit sought.

3. External Vetting of NS Concerns: If after completion of the eligibility assessment and internal vetting, the individual appears eligible for the
benefit sought, or if field management determines further processing is:necessary to strengthen or support a decision, the application/petition
proceeds to the External Vetting stage. The field is responsible for external vetting of all KST and Non-KST NS concerns.

See e mamo entitled “Revision of Responsibilities for CARRP Cases Involving Known or Suspected Terrorists,”
http://connect.uscis.dhs.gov/org/FDNS/Documents/CARRP%20PM%20({ Approved%207-26-11}.pdf

4. Adjudication of NS Cases: The focus of this stage is to evaluate any additional information obtained during the vetting process to determine if
the NS concern has been resolved or confirmed, whether the application/petition should be approved or denied, and when appropriate, to
proceed with removal, rescission, termination, or revocation.

If, after completing the vetting and deconfiiction prq‘cesses in KST cases, there continue to be national security concerns, and there is insufficient
evidence or other grounds to deny the application, offices are to seek further guidance from their respective HQ Directorate, in consultation
with local counsel and HQ counsel when appropriate.

Note: The field is NOT authorized to approve CARRP cases involving KSTs unless guidance and written approval is received from USCIS
Headquarters.

Pursuant to each component’s CARRP operational guidance, information on the vettmg and adjudication of the NS concern is entered into the Fraud
Detection and National Security Data System (FONS-DS). -

Deconfliction is of utmost nmportance throughout the CARRP process. Designated USCIS officers must conduct deconfliction with the
appropriate law enforcement agency or record owner to ensure that any USCIS action does not adversely impact any investigative or
other interest.

http://ecn.uscis.dhs.gov/team/fdns/National%20Security%20Branch/NaBISCOP/Wiki%20P...
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V. Security Check: TECS

A, TECS
8. Who Requires TECS Queries
€. TECS - Batch Query Procedures
0.7 SQ11 Query Procedures
E. TECS - SQ16 Query Procedures
F. TECS - $Q94 Query Procedures
G. TECS - NN16 Query Procedures -
H. Types of Results from TECS Queries
O i. Results of TECS Queries
G 2. Types of Hits
* 1. vaiidity of Results from TECS Queries :
+ 3. Where to Place Results from TECS Queries
& K. Resolution Process
+ L. Other Procedures Relating to TECS Queries
-
.
.

s ss 0000

M. National Security Entry Exit Registration System (NSEERS) Hits
I, Best Practices: TECS Queries
. CBP Vetting

« P Internal USCIS Policy Relating to TECS Queries

a} National Security

0 accordance with the Contro Ap A Feview and Resolution Program {{
X, Resolution: National Security Concerns {CARRP).
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Yellow Notice
To. help locate.missing persons often minors, or to help
xdentlfy persons who are unable-to identify themse]vcs.

Red'Nntice
To séek the.arrest or. provisional arrest of.wanted
persons with a view-to extradition.

Blue Notice ) YR Black Notice
To collect additional:information about a person’s identity
or activities in.relation to a.crime,

Green Notice

Orange Notice
To provide warnings and cnrnmal intelligence about

To:warn police, public entities and other international
organizations about potential threats from d«sgu'sed
weapons, parcel bombs and, other.dangerous materials,
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*: INTERPOL-United Nations Special ﬂqtii:e . )
‘issued for groups and individuals who are thé targets of UN sanctions against Al.Qaeda and
i the Taliban.’ .

Please ascess the INTERPOL website at http://www.interpol.int/Public/Notices/default.asp for mare information or these rotces,

Lo on about contacting INTERPOL for mare inforination can be found in Appendix H: Notice to INTERPOL.
d) &li Other Hit types

Exampi

inchide, but are not miled 1o the faliowing:
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